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Research and Design of Power Distribution Network Automation System
Authentication Mechanism Based on USB Key

ZHOU Zhen-hua', LV Ji-wei', XU Ruo-ran', MAO Letlei*
(1. State Grid Electric Power Research Institute of China, Beijing 102200, Chinaj;
2. Huayuan Electric Power Technology Co. , Ltd. , Beijing 102200, China)

Abstract: The existing distribution network automation system terminal equipment may be at risk from the ex-
ternal network attack. In this paper. a convenient hardware carrier based on USB Key is presented as authenti-
cation security mechanism in order to improve security and reliability of the terminal equipment in operation,
and reduce the probability of external attack intrusion via the terminal equipment. In view of the security risk
of the distribution network system, this paper analyzes such key problems as security authentication based on
USB key, and designs the overall architecture of security authentication, as well as the authentication process
based on" one password at a time two-way authentication’ and" multifactor authentication mechanism'. The
mechanism adopts the request-response model to enhance the certification strength, improve the system securi-
ty, reduce the computing time and complexity, and improve the overall efficiency of encryption algorithm.
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